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1 Introdu
tionWith the rapid growth of Internet, people all over the world are getting 
onne
ted. E-
ommer
e is an attemptto make use of this fa
ility to 
ondu
t transa
tions ele
troni
ally. E-
ommer
e is de�ned as the pro
ess ofsharing business information, maintaining business relationships and 
ondu
ting business transa
tions by meansof tele
ommuni
ation networks.E-
ommer
e originates from EDI. EDI(Ele
troni
 Data Inter
hange) is 
omputer-to-
omputer ex
hange ofstandardized ele
troni
 transa
tion do
uments. However, E-
ommer
e is not restri
ted to EDI. While EDI involvesonly business-to-business transa
tions, E-
ommer
e involves business-to-
onsumer transa
tions also. E-
ommer
einvolves support for interpersonal 
ommuni
ations, transfer of money and sharing of 
ommon databases.1.1 Bene�ts of E-Commer
eE-
ommer
e has several bene�ts over the normal manual trade. As the rea
h of Internet is vast, the Mer
hant
an sell goods to a larger number of people. Moreover, a mer
hant 
an rea
h a 
ustomer who is physi
ally toofar away. The 
ustomer, on the other hand, 
an buy something from a mer
hant who would otherwise not havebeen a

essible to him. He has got a wider 
hoi
e. Moreover, unne
essary delays that are involved in 
ondu
tinga trade (like moving to the pla
e where trade is 
ondu
ted), 
an be 
ut short. This also redu
es the overhead
osts in 
ertain 
ases. Take the 
ase of a normal au
tion. You have to pay for the person 
ondu
ting the au
tionand the pla
e where where the au
tion is being held. However, if the au
tion is 
ondu
ted on the Internet, youjust have to pay for the the web appli
ation 
ondu
ting the au
tion, whi
h in general will be too 
heap or mighteven 
ome for free. The other advantage to the 
ustomer is round-the-
lo
k availability of goods/servi
es. Thedemands of 
ustomers 
an be met at awkward hours for there is no person needed to 
ondu
t the trade. Theseller 
an have a web appli
ation selling his goods.However, there are 
ertain problems related to E-
ommer
e that has greatly stalled the progress of E-
ommer
e.The most obvious of these are those related to se
urity and priva
y. People won't like to give information overthe internet related to �nan
e unless they are very sure that the information 
annot be a

essed by someonenot authorized to get the information. Money transa
tion has to be done se
urely. Moreover, some transa
tionsdemand anonymity of the 
ustomer. All these issues are very 
ompli
ated and there has not yet been anyuniversally a

epted solution to it. The other reason for people being wary of E-
ommer
e is that the legalframework for E-
ommer
e is not properly de�ned.A number of solutions are being proposed to take 
are of all these problems. Though none of them 
an beapplied to every situation, E-
ommer
e is surely 
at
hing up. Given the bene�ts it provides, the related problemsmust be solved (in a 
heap and e�
ient manner) . There is no way out. However, till then this will remainrestri
ted to the mer
hants who 
an a�ord to pay for installation of 
ostly proto
ols that are made to solve theirindividual problem.1.2 E-
ommer
e FrameworkE-
ommer
e framework is an established way to analyze the issues related to E-
ommer
e and to develop a
ompli
ated E-
ommer
e system. This is a hierar
hi
al stru
ture 
omprised of several levels, with the lower levelsproviding fun
tional support to the higher levels.This is illustrated below.

2



www.manaraa.com

Level Fun
tions ExamplesProdu
ts and Stru
tures7 Ele
troni
 marketpla
es au
tions,brokerages, dealerships, supply 
hains6 Produ
ts and systems on-line marketing, supplier-
onsumer linkagesServi
es5 Enabling Servi
es smart agents,e-money, tra�
 auditing, digital libraries4 Se
ure messaging EDI, e-mailInfrastru
ture3 Obje
t management WWW with Java2 Communi
ation utilities Internet, VANs1 WAN Guided and wireless media networksThe three meta-levels are:� Te
hnologi
al Infrastru
ture: This involves the software, hardware and tele
ommuni
ation fa
ilities thatprovide the ba
kbone for all sorts of ele
troni
 transa
tions.� Servi
es: This involves su
h servi
es as messaging, �nding information and delivering information, negotia-tions, transa
tions and settlements.� Produ
ts and Stru
tures: This level is responsible for the dire
t provision of 
ommer
ial servi
es to 
on-sumers and business partners, interorganisation information sharing and 
ollaboration, and organization ofele
troni
 markets and supply 
hains.Most of the present work being done in this �eld is targeted at building servi
es on the top of the existingte
hnologi
al infrastru
ture and then later 
ombining these servi
es to provide ele
troni
 market stru
tures wherea person 
an �nd a large number of goods supplied by di�erent mer
hants.2 A Generi
 System for Pro
ess-Oriented Support of Business Trans-a
tions : No3rdNo3rd is a generi
 system that supports business transa
tions.This satis�es the following business requirements :� It supports the the di�erent phases of an ele
troni
 transa
tion in a pro
ess-oriented way. Transa
tionphases 
an very easily be added or repla
ed.� It supports a wide range of appli
ations and 
an be applied to di�erent settings like business to business,business to 
onsumer and intra-plant 
ost allo
ation.� It 
an a
t as an Information system.� It is 
heap and as su
h well-suited for small mer
hants.A typi
al transa
tion pro
ess in this system 
onsists of eleven steps. They are :1. Customer sear
hes ele
troni
 
atalogues2. Customer registers at supplier's side3. Che
king and 
on�rming authenti
ation4. Customer sele
ts servi
es and sends order5. Supplier 
he
ks for availability of servi
es and 
on�rms order6. Customer 
on�rms order7. Supplier sends en
rypted data 3
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8. Customer 
on�rms re
eipt of en
rypted data9. Supplier 
harges 
ustomer's a

ount and sends key for data de
ryption10. Customer de
rypts data and 
on�rms re
eipt11. Supplier sends pur
hase informationNo3rd has the following modules :1. Ele
troni
 produ
t 
atalogue to support information phase (step 1)2. Communi
ation system between re
ipient and supplier to support agreement phase (steps 2-6)3. Payment system and 
ryptography module to support settlement phase (steps 7-11)The 
lient software along with the web-based produ
t-
atalogue forms the re
ipient's side. The 
lient softwareprovides log-in pro
edure, 
ommuni
ation fa
ility through the Internet, display of 
urrent status of a

ounts,fa
ility to 
on�rm re
eipts and initiate and 
lose pro
esses and sessions. The server side has an internal interfa
e,business 
omponents and te
hni
al 
omponents. The interfa
e manages the data transfer between the server andthe 
lient as well as that between the business and the te
hni
al 
omponents. The business 
omponents provideexternal interfa
es to enterprise information systems. It 
onstitutes a 
omplex database system. The te
hni
al
omponents 
onstitute �le servers (to store ele
troni
 servi
es), random number generators (for en
ryption pur-poses), key manager (to 
reate and store keys), o�-line and online 
ryptography tools and 
lient �le servers (tostore en
rypted ele
troni
 servi
es). The 
ommuni
ation pro
ess between re
ipient and supplier is realized byex
hanging messages over Internet. The message 
onsist of a header and a body. The header gives informationon the kind of task and the body gives details of the task. Ea
h module is implemented in an obje
t-orientedmanner using Java as the programming language. So, the software is platform-independent and �exible.The 
urrent implementation of this system assumes a 
losed marketpla
e that is independent of any thirdparty but it 
an easily be extended to 
over open marketpla
es.3 IOTPE-
ommer
e is expanding at an enormous rate these days. A number of di�erent proto
ols and standards arebeing proposed. Generally, these proto
ols target a parti
ular se
tion of E-
ommer
e and vary widely from otherproto
ols built for similar purposes. Hen
e, there is a need to integrate the whole pro
ess of trade using a simplemessaging proto
ol that is independent of the means of transport, the payment instruments being used, themode of delivery, the vendor providing the servi
es and the type of servi
es provided. Nevertheless, the proto
olshould be able to integrate the se
urity and other features that a parti
ular vendor wants to provide for its ownimplementation. This need led to the proposal of IOTP(Internet Open Trading Proto
ol) by IETF.IOTP provides an interoperable framework for Internet Commer
e. The developers of IOTP seek to provide avirtual 
apability that safely repli
ates the real world, the paper based, traditional, understood, a

epted methodsof trading, buying, selling, value, ex
hanging that has existed for many hundreds of years.. The negotiation of whowill be the parties to the trade, how it will be 
ondu
ted, the presentments of an o�er, the method of payment,the provision of a payment re
eipt, the delivery of goods and the re
eipt of goods. These are events that aretaken for granted in the 
ourse of real world trade. IOTP has been produ
ed to provide the same for the virtualworld, and to prepare and provide for the introdu
tion of new models of trading made possible by the expandingpresen
e of the virtual world. IOTP seeks to produ
e a de�nition of trading events in su
h a way that no matterwhere produ
ed, two unfamiliar parties, using ele
troni
 
ommer
e 
apabilities to buy and sell, that 
onform tothe IOTP spe
i�
ations will be able to 
omplete the business safely and su

essfully.In summary, IOTP supports familiar trading models and new trading models as and when developed andglobal interoperability.
4
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3.1 Bene�ts of IOTPThe E-
ommer
e software vendors bene�t by getting the ability to develop interoperable produ
ts by developingthe produ
ts using IOTP as the basi
 proto
ol.The payment brands get more widely distributed and will be available on a wider variety of platforms.The mer
hants will be able to o�er wider variety of payment brands. As su
h, there rea
h will in
rease.The �nan
ial institutions get new opportunities for IOTP related mer
hants and new mer
hants.The 
ustomers bene�t by having a 
hoi
e of a larger se
tion of mer
hants and more 
onsistent interfa
e.All theses bene�ts are a result of the fa
t that IOTP is independent of payment brands and delivery servi
es.The additional bene�ts result from the fa
t that any vendor 
an add his own features (payment proto
ols,se
urity,et
.).3.2 Proto
olIOTP identi�es some Trading Roles. Messages are ex
hanged between these Trading Roles. A Message is anXML do
ument that 
onsists of a number of Trading Blo
ks. The Trading Blo
ks 
onsist of a prede�ned set ofTrading Components. A number of Messages result in an Ex
hange. A Transa
tion is a sequential 
olle
tion ofEx
hanges.3.2.1 Trading RolesTrading Roles are the parts played by an organization involved in an IOTP transa
tion during a parti
ular messagetransfer. The same organization 
an take di�erent trading roles at di�erent times of transa
tions.The various Trading Roles identi�ed by IOTP are:1. Consumer re
eives goods and servi
es and pays for them.2. Mer
hant publishises his goods and negotiates with the 
onsumer to sell his goods.3. Payment Handler physi
ally re
eives the payment from th Consumer on behalf of the Mer
hant.4. Delivery handler physi
ally delivers the goods on behalf of the Mer
hant.5. Mer
hant Customer Care Provider negotiates and resolves disputes between a Mer
hant and a Customer.6. Payment Customer Care Provider resolves the problems with a parti
ular payment instrument.3.2.2 Trading Ex
hangesTrading Ex
hanges are ex
hange of data between trading roles resulting in a 
omplete disjoint part of a transa
tion.This 
onsists of message ex
hanges between two Trading roles who don't 
hange during the pro
ess of tradingex
hange.The di�erent Trading Ex
hanges identi�ed by IOTP are:1. O�er is a Trading Ex
hange between the Consumer and the Mer
hant. This results in the Mer
hantproviding the Consumer with the reason for trade. This is the �rst step in any transa
tion. This may besomething like a seller giving information about the good that is to be bought to the buyer, or a vendorrequesting a bank for refund of money.2. Payment results in payment of some kind between Consumer and Payment Handler. The payment 
aneither be made by the Consumer or the Payment Handler. There is a provision to allow for payment re
eiptto 
ertify the 
ompletion of payment.3. Delivery is the a
tual pro
ess of delivery of on-line goods or servi
es or providing delivery information aboutthe physi
al goods. This Trading Ex
hange takes pla
e between a Delivery Handler and a Consumer.4. Authenti
ation ex
hange 
an take pla
e between any two trading roles to authenti
ate the Trading Roles.5
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3.2.3 MessagesThese are the a
tual do
uments physi
ally sent between Trading Roles. These are made using XML 
onstru
ts.Messages are 
omposed of Trading Blo
ks. A typi
al Message is as shown below.
TransactionId Component

MessageId Component

Signature Component

Certificate Component

IOTP MESSAGE

Transaction Refence Block

Signature Block

Other Blocks

3.2.4 Trading Blo
ksTrading Blo
ks 
onsist of a prede�ned set of Trading Components.Some of the Trading Blo
ks are:1. Transa
tion Referen
e Blo
k 
ontains information whi
h des
ribes the transa
tion and the message. Thisuniquely identi�es the message. This 
ontains a globally unique identi�er Transa
tionId Component that6
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uniquely identi�es the Transa
tion and a MessageId Component that uniquely identi�es the message withinthat transa
tion.2. Signature Blo
k 
ontains one or more Signature Components and their asso
iated Certi�
ates. The Signa-ture Components 
ontain digital signatures. This is to ensure the integrity of the data transferred.3. Trading Proto
ol Options Blo
k 
ontains options whi
h apply to the transa
tion. These options relate tohow the transa
tions are to be 
arried out (whether there will be any se
urity feature, whether there willbe any authenti
ation or not) and have nothing to do with the a
tual trade.4. Trading Proto
ol Options Sele
tion Blo
k is a result of sele
tions made for the options 
ontained in theTrading Proto
ol Options Blo
k.5. O�er Response Blo
k 
ontains an o�er request. It 
ontains details of goods or servi
es or amount informationor delivery instru
tions.6. Authenti
ation Request Blo
k 
ontains data whi
h des
ribes what additional authenti
ation the 
onsumermust provide.7. Authenti
ation Response Blo
k 
ontains response to the Authenti
ation Request Blo
k.8. Payment Request Blo
k 
ontains information requesting to start a Payment.9. Payment Ex
hange Blo
k 
ontains payment s
heme spe
i�
 data. (the details of the s
heme that is to beused).10. Payment Response Blo
k 
ontains information about Payment status, re
eipt, et
. and is a response to thePayment Request Blo
k.11. Delivery Request Blo
k 
ontains details of goods whi
h are to be delivered.12. Delivery Response Blo
k is a response to that request.13. Payment Instrument Customer Care Request Blo
k requests Payment Instrument Customer Care Transa
-tion to be started.14. Payment Instrument Customer Care Response is a response to this request.15. Inquiry Request Blo
k enquires on the state of the Transa
tion.16. Inquiry Response Blo
k is a response to Inquiry Request Blo
k and 
ontains details of the state of theTransa
tion.17. Ping Request Blo
k is a request to determine whether a remote server is up or not.18. Ping Response Blo
k is a response to the Ping Request Blo
k. This identi�es the sender of the message andthus informs the sender of the Payment Request Blo
k that this server is up.3.2.5 Trading ComponentsThis is the basi
 building blo
k for all Trading Blo
ks. All Tiding Blo
ks 
onsist of one or more of theseComponents. Most of these 
orrespond to the Trading Blo
ks (eg. Trading Proto
ol Options Component for theTrading proto
ol Options Blo
k.). However, most of the Blo
ks 
onsist of one or more of these 
lubbed togetherwith a Signature Component to identify the Blo
k. There is also an Error Component to inform about the errorsin an IOTP Message.
7
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3.2.6 Transa
tionsIOTP de�nes a set of basi
 Transa
tions that 
an be 
arried out using IOTP. However, these transa
tions arejust the 'Baseline' Transa
tions and we 
an always add a new Transa
tion to this list by 
arrying out a spe
i�
sequen
e of messaging. The basi
 Transa
tions are :1. Pur
hase involves an o�er for the goods/servi
e, a payment made by the 
onsumer and a delivery of thegoods/servi
e. The sequen
e of ex
hanges being followed is an O�er Ex
hange followed by a PaymentEx
hange and then a Delivery Ex
hange.2. Refund of payment involves an O�er Ex
hange made by the Trading Role demanding refund, followed by aPayment ex
hange. There might be an optional Authenti
ation Ex
hange.3. Value Ex
hange 
onsists of ex
hange of value between di�erent 
urren
y or payment methods. This involvesan O�er Ex
hange followed by two Payment Ex
hanges.4. Authenti
ation 
onsists of remote Authenti
ation of Consumer. This Consists of a sequen
e of two Authen-ti
ation Ex
hanges.5. Withdrawal of ele
troni
 
ash from �nan
ial institutions 
onsists of an optional Authenti
ation Ex
hangefollowed by an O�er Ex
hange and then a Payment ex
hange.6. Deposit of ele
troni
 
ash at a �nan
ial institute 
onsists of an Authenti
ation Ex
hange, followed by anO�er Ex
hange and then a Payment Ex
hange.7. Payment Instrument Customer Care supports provision of Payment Brand or Payment Method Spe
i�

ustomer 
are of a Payment Instrument initiated by the Consumer Payment Instrument software. Thisrelies on the Consumer Payment Brand software to identify the net lo
ation of the Payment InstrumentCare Provider. This transa
tion ends when Payment S
heme Spe
i�
 Customer Care Servi
e determinesthat the ex
hange of messages within the 
onsumer is to stop. This transa
tion 
an be started in the middleof another transa
tion.8. Inquiry provides the 
onsumer information on the status of an IOTP transa
tion. Inquiry Request andInquiry Response Trading Blo
ks are used for this purpose.9. Ping enables one IOTP appli
ation to determine whether another IOTP appli
ation is working or not.3.3 Se
urity ConsiderationsIOTP does not enfor
e any Se
urity Method. It has support for Digital Signatures , but it does not enfor
e theMer
hant to use them. This allows the vendor to either 
hoose the Se
urity Method as spe
i�ed in IOTP orimplement an entirely di�erent se
urity proto
ol over IOTP or ignore the se
urity issue at all. Digital signaturesare treated as IOTP 
omponents. They hash one or more Components or Blo
ks and identify whi
h organizationshould verify the signature and whi
h organization signed the signature. This provides support for both publi
-key and private-key 
ryptography but is not mandatory. For the purpose of se
ure ele
troni
 
ommuni
ation ofmessages, IOTP suggests the use of SSL as the transa
tion medium.4 Web-based Negotiation Support SystemThis introdu
es a Web-based Negotiation Support System(NSS) CBSS. Most of the NSS that have been developedtill date are solution-driven NSS. They suggest a list of possible solutions to the negotiating parties and thepossible solutions are limited to that list. A pro
ess-support NSS, on the other hand, supports the a
tual pro
essof negotiation.A Web-based NSS INSS was developed at Carleton University, Canada. This was a solution-driven NSS thatfa
ilitated internal messaging, graphi
al displays and preferen
es spe
i�
ation. However, this 
ould not handle
omplex negotiation pro
esses that are generally desired. CBSS is a Web-based pro
ess-support NSS.The main obje
tives of CBSS are : 8
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1. Easy a

ess through the Web2. Real-time intera
tion3. Stru
tured and well-organized pro
ess4. Automati
 do
umentation5. Se
urity and Priva
yCBSS is written in Java in a Client/Server environment and installed on a Web server.Negotiating parties needto log on to the web page as 
lients. A dialogue window is automati
ally 
reated to fa
ilitate 
o-ordination andallow the negotiating parties to send and re
eive messages. It also has a monitoring window to notify other sideof a
tivities as opening an issue window, preparing a message, et
. This allows syn
hronisation of a
tions of twoparties.The main menu of CBSS 
onsists of three parts: Pre-session, Session and Help. The Pre-session part supportspreparation for negotiations. The Session part 
onsists of the dialogue related to the negotiation. The Helpprovides on-line help.The Session part 
onsists of a General Dis
ussion that in
ludes agenda setting, time allo
ation to ea
h issueand trade-o�s and limits to ea
h issue. The se
ond part of Session is Issue Dis
ussion where negotiating partiesnegotiate parti
ular issues. The �nal bargaining and the ritual a�rmation forms the Agreement part of Session.All messages 
an be 
omposed in a Comment Editor before it is displayed to the other party. All messagesex
hanged during the negotiation pro
ess are saved and 
an be viewed later on.Performan
e evaluation of CBSS has shown that it may be a valid alternative to fa
e-to-fa
e negotiation,although the bargaining pro
ess is slower than fa
e-to-fa
e negotiation. CBSS 
an be further improved by addingvoi
e 
ommuni
ation to it. However, this is a good start in the �eld of on-line negotiation.Infa
t, this leads to the development of Internet Au
tions - a real-time negotiation pro
ess5 Internet Au
tionsThe growth of the Internet has, among other things, led to the desire to bring au
tioning to the rooms of thepeople. A number of attempts are being made to simulate di�erent sorts of real-time au
tions. Making au
tionsonline does have a number of obvious advantages in
luding rea
h to a larger group of people at lower 
ost and inless time. However, in 
omes the issue of fairness, se
urity and real-time nature of the au
tions.5.1 Requirements1. Support for di�erent au
tioning methods : A number of au
tioning methods are used in the real-worldau
tions. The di�erent au
tion methods are :� open-
ry au
tions : In this the bidders are all present at the same pla
e and bids are made by shoutingthe pri
es. Everybody present gets to know about the bids being made at the same time. Anybodymaking the highest bid at the end of a bidding session is deemed to be the winner. However this is aproblem in Internet au
tions as Internet typi
ally works on the best-e�ort delivery prin
iple. There isno guarantee about the delay. So, the problem is that you 
annot guarantee fairness of servi
e.� sealed-bid au
tions : In this the bids made by one person are not known to another bidder during theau
tion period. Implementing this leads to issues of data 
on�dentiality.� dut
h au
tions : In this, the seller starts for bids at a high pri
e initially and anybody a

epting thebid gets the goods. The bids are gradually de
reased till the seller sells all his goods.2. Prevention of bidder 
ollusion : A number of bidder may form a ring. Then they share information aboutthe bids made by anyone of them. Any member of the ring does not outbid another person of the ring.After the au
tion is over and the a member of the ring buys the goods, he will au
tion the good in the ring.Later on, they share the pro�ts. Arranging su
h a thing in real-life au
tions is generally di�
ult and 
anbe dete
ted easily. However, on
e trade is taking pla
e on the Internet and people are sharing informationsat high speeds, this might be
ome a major problem.9
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3. Se
urity : Apart from the data integrity and 
on�dentiality property that any ele
troni
 transa
tion requires,this additionally requires a

ess 
ontrol and anonymity. If a

ess is free, denial of servi
e atta
ks mightbe
ome a large problem. Anonymity is desired to prevent the au
tioneers from studying the bidding behaviorof a 
onsumer and adding arti�
ial bids. Su
h things do exist in real life. Su
h a person a
ting as a bidderwhen he is not going to buy the good is 
alled a �shill�. However, the dete
tion of shills is relatively easy inreal-life. This is be
ause, ele
troni
 
ommuni
ations are still not as se
ure as physi
al 
ommuni
ations.No standard has yet been proposed that takes 
are of all these requirements. However, some progress has beenmade in providing fairness to some extent in real-time open out
ry au
tions and in providing anonymity to somedegree.These results are dis
ussed next.5.2 Real-time Au
tion SystemThis is the des
ription of an attempt made at simulating a reliable real-time open-bid au
tion and providing somedegree of fairness to it. Making the au
tion real-time and open-bid means all 
ustomers should 
ome to know ofa bid made by someone else and in a minimum amount of time. Moreover, a reliable au
tioning proto
ol shouldhave a bounded and predi
table 
ommuni
ation delay. If the au
tion is fair, all 
ustomers should get to know ofa bid made by someone else at exa
tly the same time and the bidding session should start simultaneously for all.In the web-based prototype developed to implement this proto
ol, a real-time server agent is sent from theserver to the 
lient's environment. This agent resides on the lo
al environment of the 
lient. This agent a
ts as aliaison on behalf of the au
tion server. The server has a bidding session during whi
h o�ers from di�erent buyersare re
orded and 
ompared. When the bidding session 
loses, the highest bid re
eives the goods/servi
e. Thisappli
ation uses HTTP. However, HTTP does not support a many-to-one 
ommuni
ation. So, multiple one-to-one
onne
tions are set up. The problems related to this approa
h are 
lo
k syn
hronization, providing fair multi
astand timely pro
essing and delivery. These problems are solved through a novel real-time bidding proto
ol thedes
ription of whi
h follows.The bidding pro
ess starts with a registration pro
ess. This is used by the server to 
olle
t transmissioninformation from the parti
ipant. ICMP is used to get the timestamps. The pa
ket round-trip delay Dr and 
lo
ko�set value Co� is 
al
ulated. For this purpose, two messages are ex
hanged between the server and the 
lient.The lo
al 
lo
k value is re
orded for ea
h sending and re
eiving event.

Measuring Delay and Offset

T2 T3

T1 T2’ T3’ T4

CLIENT CLOCK

SERVER CLOCK

If the times re
orded for sending and re
eiving events at the server and the 
lient are T1 and T4 and T2 andT3 respe
tively, Dr and Co� are 
omputed as follows :Dr = (T4� T1)� (T3� T2)Coff = T2� T1 + T3� T42The 
lo
k syn
hronization 
an be a
hieved in two ways :10
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1. Along with the a
tual message sent by the server, it also sends another message 
ontaining the Co� valuefor the 
lient's 
lo
k and a server timestamp (say T) that indi
ates when the message 
an be opened. Thereal-time agent at the 
lient's site is supposed to keep the message sealed for T + Co� - t time, where t isthe lo
al timestamp of message arrival on the 
lient.The value of T is kept same for all 
lients.2. The server 
al
ulates the time for whi
h the agent should wait. If T is the syn
hronized delivery timestampand the 
urrent server timestamp is T* then the agent should wait for T - T* - Dr2 time after re
eiving themessage. This value is sent to the agent along with the original message.This proto
ol implements the se
ond method. The timestamp T is determined using the worst 
ase of one waydelay Dr(max)2 among all the parti
ipants. This ensures that all the parti
ipants start at approximately the sametime. As the multi
asting is simulated using many one-to-one datagram transmissions, some extra overhead ofsending these messages needs to be measured and this should be adjusted in ea
h 
lient's waiting time. Biddingpro
ess is 
ondu
ted in rounds. In ea
h round there is a timing 
onstraint in whi
h a 
lient should make a bid.At the end of a bid, the server determines the highest bid re
eived and broad
asts this to all 
lients. This pro
ess
ontinues till no 
lient sends a new bid or the highest bid remains 
onstant for three 
onse
utive rounds. The�nal result is broad
ast by the server to all 
lients and the bidding pro
ess is terminated.The real-time performan
e of this proto
ol is hampered if the value of Dr is large. An admission 
ontrols
heme needs to be integrated to over
ome this problem. Moreover, this proto
ol makes an assumption that thevalue of Dr remains 
onstant for the entire au
tion period. As this may not a
tually hold, the value of Dr needsto be measured in the beginning of every round. Still, this may not be a

urate. In this proto
ol, multi
asting issimulated using many one-to-one proto
ols. This adds to the 
omplexity as the server must 
al
ulate dynami
allythe waiting time for ea
h 
lient in every message that it sends. IP multi
ast will be a better option.However, negle
ting the minor problems des
ribed above, this model does provide a real-life au
tioning envi-ronment in whi
h buyers 
an bid in real-time and a fair poli
y for bidding exists that gives no undue advantageto any of the buyer.5.3 Multi-round Anonymous Au
tion Proto
olsIn addition to the real-time 
on
erns asso
iated with au
tions, there are also priva
y 
on
erns. A 
orrupt au
-tioneer 
an observe a 
onsumer's behavior on an au
tion of a 
ommodity good, and 
an use shills to hike thepri
e arbitrarily. Moreover, a bidder should also not 
ome to know about other bidders. This makes sealed bidau
tions ne
essary. This paper des
ribes an e�
ient proto
ol for sealed bid au
tions in whi
h the value of thespe
i�
 bids are kept se
ret even at the 
ompletion of the au
tion.The proto
ol assumes the following requirements for the au
tion:� No au
tion bid should be revealed ex
ept for the winning bid.� No winner should be able to repudiate his bid.� The au
tion should be 
arried out in real-time.There are n bidders, m au
tioneers, and a seller. At most t = m - 1 au
tioneers 
an 
onspire to try to reveal thevalue of a hidden bid. The seller publishes k pri
es, w1,...,w k, for a good. A bidder prepares a bid-ve
tor with abid for ea
h of the k bidding pri
es. If his valuation of the good is higher than the bidding pri
e he bids his se
retID value; otherwise, he bids 0. Bidders' se
ret ID values are randomly generated for ea
h pri
e and en
ryptedwith the seller's publi
 key in order to ensure anonymity. These bid-ve
tors are arbitrarily divided into m partssu
h that the sum of all these parts gives the true value. Ea
h part is sent to an au
tioneer. Ea
h au
tioneer
omputes the sum of all the bid-ve
tors re
eived by him and sends it to the seller. The seller then 
omputes thesum of all the results sent by all the au
tioneers. If the value is 0 for a bidding pri
e, no buyer pla
ed a bid forthat pri
e. The seller 
an de
rypt the sum of the se
ret ID values with his private key. If there is a mat
h witha bidder's ID value, only one buyer made a bid for that pri
e. If there is no mat
h, there is a 
lash. If thereis a 
lash for the highest pri
e that a bidder is willing to pay, a tie-breaker is held by repeating the pro
ess fordi�erent set of pri
e values. But, even the seller does not get to know who all are tied.This proto
ol 
an simulate a number of di�erent au
tions:11
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1. Se
ret English Au
tion : Hold one au
tion round for ea
h bidding pri
e and keep in
reasing the biddingpri
e whenever there is a tie.2. Se
ret Dut
h Au
tion : Start des
ending pri
es till a bidder pla
es a bid for a pri
e.3. Binary tree Au
tion : Divide the entire bidding domain into two intervals. If the higher interval 
ontainsmore than one bid, re
urse on the higher interval. Else, re
urse on the lower interval. The au
tion endswhen there is exa
tly one bid on the higher interval.4. Hierar
hi
al Au
tion : Generalize the 'Binary Tree Au
tion' by dividing entire domain into k intervals.There is a trade-o� involved in this au
tion proto
ol. If we make the bids �ne-grained, the length of bids sentin ea
h round in
reases. On the other hand, if we make the bids 
oarse-grained, the number of au
tion roundsin
reases. The optimal trade-o� 
an be a
hieved using the estimated value of the probability distribution of thebids, the bandwidths of the au
tioneers and the bidders, the values of n and m, and the time taken to start thebidding. This paper gives a result based on these values that 
an be used to minimize the amount of time takento 
omplete the au
tion.This demonstrates the use of multi-round sealed-bid au
tions to ensure the priva
y of a bidder. The expe
tednumber of rounds 
an be optimized and the optimal values to minimize 
ommuni
ation delay 
an be 
al
ulated.However, this fails to address the problem of fairness and reliability. Moreover, this proto
ol deals only withpassive atta
ks (a group of au
tioneers 
ollaborating on information). This proto
ol is ine�e
tive against a
tiveatta
ks (au
tioneers attempting to lie about the values that they re
eive).6 Payment MethodsThe most important issue related to E-
ommer
e is money transfer. How do I pay for a good bought overthe Internet se
urely and without divulging any additional information regarding my �nan
ial status ? Severalpayment methods are 
urrently being implemented by di�erent vendors. These ele
troni
 payment proto
ols 
an
lassi�ed into �ve 
ategories. They are:1. ATM-model Transa
tions involve only a Finan
ial Institution and an a

ountholder who deposits or with-draws money from his/her a

ount.2. Unmediated Two-Party Transa
tions involve those methods in whi
h the buyers and the sellers are the onlytwo parties involved in the transa
tion. This allows barter and servi
e ex
hange.3. Mediated Three-Party Transa
tions involve a mediator in the form of a Third party whom both parties 
antrust. This involves payments with 
redit or debit 
ards or 
heques.4. Mi
ropayments involves payment proto
ols spe
i�
ally built to deal with ele
troni
 payments where servi
eor information is meterd out and 
harged on very small in
rements.5. Anonymous digital 
ash involves su
h payment proto
ols that allow for the priva
y of the 
ash user byallowing him to be anonymous. An enormous amount of work is being done in this �eld as it has the widestappli
ability. Some of the payment methods in this �eld are E-
ash, NetCheque and Payme.6.1 Requirements for Payment Methods� Se
urity : Sin
e payments are generally made over open networks, the infrastru
ture supporting E-
ommer
e should be resistant to eavesdropping and modi�
ation of messages. So, the infrastru
tureshouldallow for authenti
ation, provide 
on�dentiality and preserve integrity of payment data.� Reliability : The infrastru
ture should be able to withstand denial of servi
e atta
ks and network failures.� S
alability : The payment method should be able to handle the in
rease in the number of users andmer
hants, without deterioration of performan
e.12
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� Anonymity : The identity of the parties to the transa
tion should be prote
ted and it should not bepossible to monitor an individual's spending patterns, or �nd out his sour
e of in
ome.� Flexibility : Other payment methods should be in
orporated as some of them are widely popular forspe
i�
 purposes and 
annot be easily repla
ed for those purposes.� Convertibility : It should be possible to 
onvert one ele
troni
 
urren
y to another ele
troni
 
urren
y.� Ease of Integration : There should not be a high initial set-up 
ost.� Ease of Use : Users should not be made to feel like he is not using the 
urren
y he is used to.6.2 E
ashE
ash is a fully anonymous ele
troni
 
ash system, from a 
ompany 
alled Digi
ash. E
ash is the ele
troni
equivalent of real paper 
ash, and 
an be implemented using publi
-key 
ryptography, digital signatures andblind signatures.The E
ash system 
onsists of three main entities:� Bank (mint) issues 
oins, validates existing 
oins and ex
hanges real money for E
ash.� Buyers who have a

ounts with a bank, from whi
h they 
an withdraw and deposit E
ash 
oins.� Mer
hants who 
an a

ept E
ash 
oins.E
ash is implemented using RSA publi
-key 
ryptography. Every user in the system has his own publi
/privatekey pair. This publi
-private key pair is used for all authenti
ations.� Withdrawing E
ash 
oins :The user's 
yberwallet software (responsible for 
arrying transa
tions on behalf of the 
ustomer) 
al
ulates howmany digital 
oins of what denominations are required. The software then generates random numbers for these
oins. These numbers are large enough to ensure that there is little 
han
e of anyone else regenerating the samenumbers. The serial numbers are then multiplied by a random fa
tor. The 
oins are then pa
kaged into a message,digitally signed with the user's private key, en
rypted with the bank's publi
 key and then sent to bank. (BlindSignature Te
hnique). The bank 
he
ks for signatures and then debits the withdrawal amount from the owner'sa

ount. The bank 
annot know the serial numbers of the 
oins and so 
annot tra
e them later. Then the bankreturns them to the user after en
rypting with the user's publi
 key.� Spending E
ash:The 
yberwallet sends the mer
hant a 
olle
tion of 
oins that it already has by en
rypting them using theMer
hant's publi
 key. When the mer
hant re
eives the money, it has to 
he
k that the money has not been spentbefore and that it is indeed valid. The mer
hant hen
e sends the 
oins to the mer
hant by signing it using hisprivate key and en
rypting the message using bank's publi
 key. The bank de
rypts the message using his publi
key, 
he
ks for the mer
hant's signatures and then veri�es that the 
oin has never been used before.6.3 NetChequeNet
heque is a distributed a

ounting servi
e, developed at the Information S
ien
e Institute of the University ofSouthern California, supporting the 
redit-based model of payment. In this approa
h, 
harges are posted to the
ustomer's a

ount and the 
ustomer is billed for or subsequently pays the balan
e of the a

ount to the paymentservi
e. NetCheque works mu
h like the normal 
heque in whi
h a person signs a 
he
k whi
h is authenti
atedby a �nan
ial institution.The system is based on the Kerberos system. The 
heque itself 
ontains information about the amount of the
heque, the 
urren
y unit, an expiration date, the a

ount against whi
h the 
heque was drawn, and the payeewith signatures. A number of a

ounting servers 
an be provided and th same user 
an have a

ounts on morethan one a

ounting servers. The 
onsisten
y of the a

ount information in ea
h a

ounting server is maintainedusing a series of lo
ks. 13
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6.4 NetCashNetCash is a framework for ele
troni
 
ash developed at the Information S
ien
es Institute of the University ofSouthern California. Although the 
ash is identi�ed, there are me
hanisms to allow for ex
hange of 
oins. Thesystem is based on distributed 
urren
y servers where ele
troni
 
he
ks, su
h as NetCheque, 
an be ex
hangedfor ele
troni
 
ash. The use of multiple 
urren
y servers allows the system to s
ale well.The NetCash 
onsists of buyers, mer
hants, and 
urren
y servers. An organization managing a 
urren
y serverobtains insuran
e for the new 
urren
y from a 
entral 
erti�
ation authority. The 
urren
y server mints ele
troni

oins. The 
urren
y server keeps tra
k of all the serial numbers of all outstanding 
oins. This may be used toprevent double spending of 
oins. Random ex
hange of 
oins 
an be used to make the pro
ess of tra
ing of 
oinsdi�
ult.6.5 PayMeE
ash and NetCash both have their strengths and weaknesses. E
ash is a fully se
ure system that allows forvery strong anonymity. However, a 
entral database of all 
oins ever issued needs to be maintained. This posess
alability problems. NetCash provides for s
alability, but 
ompromises on anonymity.Payme is an on-line ele
troni
 
ash system designed to take the best of both E
ash and NetCash. The entitiesinvolved are banks and users. Ea
h bank mints its own identi�ed ele
troni
 
ash with serial numbers. Coinshave �elds for the 
oin value, serial number, bank id, bank host name and port number and expiry date. Doublespending of 
oins is prevented by the bank maintaining a database of 
oins in 
ir
ulation. This s
ales better thanthe blind signature ele
troni
 
ash approa
h.The PayMe system uses its own se
ure 
ommuni
ation proto
ol, the Payme Transfer Proto
ol (PMTP). PMTPis the set of se
ure messages designed to provide the 
ommuni
ations. It uses both symmetri
 and publi
-key
ryptography. There are six message types. For ea
h message type, there are three di�erent possible messageidenti�ers, 
orresponding to the request, response and refusal messages. The message types are:1. Withdraw Coins 
on
erns the withdrawal of 
oins by a a

ount holder from the bank for that a

ount.2. Deposit Coins attempts to deposit 
oins into a bank a

ount. The bank is responsible for 
he
king thevalidity of the 
oins sent to it. Banks have a

ounts with ea
h other. This allows for deposition of 
ash ata bank other than the one from whi
h it was issued.3. Request Bank Signature requests a bank statement for an a

ount.4. All users who hold valid 
oins 
an ex
hange them for new ones. The bank does not know who is asking forthe renewal of 
oins.5. Ask for payment messages is used to ask a buyer for a payment amount.6. Pay 
oins attempts to pay 
oins to the mer
hant. The buyer remains anonymous to the mer
hant.PMTP prevents eavesdropping by the e�e
tive use of en
ryption. Moreover, there is a non
e whi
h is used withinea
h message to ensure that the message 
an be used for one o

asion only. This prevents replay of messages.6.6 SET(Se
ure Ele
troni
 Transa
tions)Visa and MasterCard have jointly developed the SET proto
ol as a method to se
ure payment 
ard transa
tionsover open networks.6.6.1 Obje
tives� Se
urity : It should allow for authenti
ation of 
ardholders, mer
hants, and a
quirers. It should provide
on�dentiality of payment data. It should preserve the integrity of the payment data.� Interoperability : It should allow for any 
ombination of hardware and software platforms.� Market A

eptan
e : The implementation should allow for �bolt-on� implementation of the paymentproto
ol to existing 
lient appli
ations. 14



www.manaraa.com

6.6.2 Features of the spe
i�
ation� SET's use of message en
ryption ensures 
on�dentiality of information.� SET provides for digital signatures, whi
h ensures the integrity of the payment information.� SET uses digital signatures and 
ardholder 
erti�
ates to ensure the authenti
ation of the 
ardholder a
-
ount.� SET provides for the use of digital signatures and mer
hant 
erti�
ates to ensure authenti
ation of themer
hant.6.6.3 Payment System Parti
ipants� Cardholder - A 
ardholder uses a payment 
ard that has been issued by an Issuer. SET ensures that inthe 
ardholder's intera
tion with the mer
hant, the payment 
ard a

ount information remains 
on�dential.� Issuer - An issuer is a Finan
ial Institution that establishes an a

ount for a 
ardholder and issues thepayment 
ard.� Mer
hant - With SET, the mer
hant 
an o�er its 
ardholders se
ure ele
troni
 intera
tions. A mer
hantthat a

epts payment 
ards must have a relationship with an A
quirer.� A
quirer - An a
quirer is the Finan
ial Instituion that establishes an a

ount with a mer
hant and pro
esspayment 
ard authorizations and payments.� Payment Gateway - A Payment Gateway is a devi
e operated by an A
quirer or a designated Third Partythat pro
esses mer
hant messages, in
luding payment instru
tions from 
ardholder.� Brand - Finan
ial Institutions have founded payment 
ard brands that prote
ts and advertise the brand,establish and enfor
e rules for use and a

eptan
e of their payment 
ards, and provide network to inter-
onne
t the Finan
ial Institution. Other Brands are owned by �nan
ial servi
e 
ompanies that advertisethe brand, and establish and enfor
e rules for use and a

eptan
e of their payment 
ards. These brands
ombine the role of the Issuer and A
quirer in intera
tions with 
ardholders and mer
hants.� Third Parties - Issuers and A
quirers sometimes 
hoose to assign the pro
essing of payment 
ard trans-a
tions to third-party pro
essors.6.6.4 Se
urity MeasuresIntegrity of data is ensured by the use of Digital Signatures. A 
ombination of publi
 key and private key
ryptography is used for this purpose. However to ensure the 
orre
tness of the key transmitted, a touted thirdparty is needed. This Certi�
ate Authority issues 
erti�
ates to everyone. These 
erti�
ates are needed toauthenti
ate a user. The 
erti�
ates are:� Cardholder 
erti�
ates fun
tion as an ele
troni
 representation of the payment 
ard. Be
ause they aredigitally signed by a Finan
ial Institution, they 
annot be altered by a third party and 
an only be generatedby a Finan
ial Institution.� Mer
hant 
erti�
ates ensure that the mer
hant has a relationship with a Finan
ial Institution allowing itto a

ept the payment 
ard. They are digitally signed by the mer
hant's Finan
ial Institution. There maybe multiple 
erti�
ate pairs per mer
hant - one for ea
h payment 
ard brand that it a

epts.� Payment gateway 
erti�
ates are obtained by A
quirers for the systems that pro
ess authorization and
apture messages. These are issued to the A
quirer by the Payment Brand.� A
quirer 
erti�
ates are required to operate a Certi�
ate Authority that 
an a

ept and pro
ess 
erti�
aterequests dire
tly from mer
hants over publi
 and private networks. A
quirers re
eive their 
erti�
ates fromthe payment 
ard brand. 15



www.manaraa.com

� Issuer 
erti�
ates - An Issuer must have 
erti�
ates in order to operate a CA that 
an a

ept and pro
ess
erti�
ate request dire
tly from 
ardholders over n/w. Issuers re
eive their 
erti�
ates from the payment
ard brand.SET 
erti�
ates are veri�ed through a hierar
hy of trust. Ea
h 
erti�
ate is linked to the signature of the entitythat digitally signed it. By following the trust tree to a known trusted party, one 
an be assured that the 
erti�
ateis valid.For Example, a 
ardholder 
erti�
ate is linked ba
k to the 
erti�
ate of the Issuer . The Issuer's 
erti�
ateis linked ba
k to a root key through the Brand's 
erti�
ate. The publi
 signature key of the root is known to allSET s/w and may be used to verify ea
h of the 
erti�
ates in turn. The root key is at the root of this hierar
hy.6.6.5 Transa
tionsTransa
tions in a SET are 
arried out through ex
hange of messages between the Payment System Parti
ipants.Some of the typi
al transa
tions are:� Cardholder registration - This 
onsists of a sequen
e of messages ex
hanged between the Cardholder Com-puter and the Certi�
ate Authority pro
ess. This starts with an initiate request by a Cardholder Computer,followed by an initiate response, followed by a registration form request, followed by a registration form ,followed by a 
ardholder 
erti�
ate request followed by a 
ardholder 
erti�
ate.� Mer
hant registration - This 
onsists of a sequen
e of messages ex
hanged between the Mer
hant Computerand the Certi�
ate Authorization Pro
ess. This involves an initiate request by a Mer
hant Computer,followed by a registration form being sent by the Certi�
ation Authority,followed by a mer
hant 
erti�
ationrequest whi
h is followed by the mer
hant 
erti�
ates.� Pur
hase request - The Cardholder 
omputer sends a initiate request to the Mer
hant Computer whi
h isanswered by an initiate response by the Mer
hant Computer. This is followed by a pur
hase request by theCardholder 
omputer whi
h is replied by the pur
hase response by the Mer
hant Computer.� Payment Authorization - The Mer
hant Computer sends an authorization request to the Payment Gatewaywhi
h is answered by an authorization response.� Payment Capture - The Mer
hant Computer sends a payment 
apture request to the Payment Gatewaywhi
h is answered by a 
apture response.Some other transa
tions supported by SET are Certi�
ate Enquiry and Status, Pur
hase Enquiry, AuthorizationReversal, Capture Reversal, Credit, Credit Reversal, Payment Gateway Certi�
ate Request, Bat
h Administrationand Error Message.7 Con
lusionThe idea of 
ondu
ting on-line trade is de�nitely a fas
inating one, but to make that a viable option, the se
urityissues must be dealt with. To a
hieve that target, proto
ols like SET are being proposed. We might hope that infuture, we will not not need to worry about se
urity pre
autions while 
ondu
ting ele
troni
 trade. Another needof the hour is to standardize the whole thing. The legal issues related to E-
ommer
e also needs to be looked into.Not only that, the up
oming proto
ols need to worry about real-time behavior, reliability and fairness issues.However, looking at the amount of interest E-
ommer
e has generated and the amount of money involved,many big 
ompanies are spending a lot of money and time in resear
h in this �eld. As su
h, we 
an believe thatin the not too distant future, E-
ommer
e is going to be at least as 
ommon as the normal trade.8 BibliographyReferen
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